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Non-­‐determinism	
  is	
  (ge#ng	
  more)	
  expensive	
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Error	
  resilience	
  as	
  a	
  solu;on	
  to	
  variability	
  

Triple	
  Modular	
  Redundancy	
   Applica;on	
  Robus;fica;on	
  

We	
  want	
  error	
  resilience	
  that	
  addresses	
  the	
  drawbacks	
  of	
  
previous	
  error	
  resilience	
  approaches	
  

VOTE	
  

M1	
   M2	
   M3	
  



Error	
  resilience	
  requirements	
  

• Low	
  overhead	
  
• Applicable	
  to	
  many	
  applica6ons	
  

• Easy	
  to	
  implement	
  
• Automated	
  

Our	
  solu;on:	
  	
  
	
  Automated	
  	
  
	
   	
  Algorithmic	
  Error	
  Resilience	
  based	
  on	
  
	
   	
   	
  Outlier	
  Detec;on	
  



Outlier	
  detec;on-­‐based	
  error	
  resilience	
  

Outlier	
  detec;on	
  can	
  be	
  used	
  to	
  perform	
  error	
  detec;on	
  

Characteris;c	
  metric	
  behavior	
  

Outliers	
  /	
  Errors	
  



Leveraging	
  sta;s;cally-­‐rigorous	
  techniques	
  

99.7%	
  of	
  data	
  within	
  three	
  sigma	
  



NON-­‐
ROBUST	
  

ROBUST	
  
AUTOMATED	
  

ERROR	
  
RESILIENCE	
  



Structured	
  Grid	
  (SG)	
  Problems	
  

• Non-­‐itera6ve	
  SG	
  
• Convolu6on,	
  stencil	
  
computa6on	
  

• e.g.,	
  Image	
  and	
  	
  
Video	
  Processing	
  	
  	
  

• Itera6ve	
  SG	
  
• PDE	
  Solvers	
  
• e.g.,	
  Heat	
  transfer,	
  Wave	
  
propaga6on	
  

Updates	
  to	
  grid	
  depend	
  on	
  neighbors	
  	
  
à	
  errors	
  can	
  propagate	
  



Algorithmic	
  Invariants:	
  Itera;ve	
  Applica;ons	
  

• Time	
  independent	
  
• Poisson	
  equa6ons	
  
• Laplacian	
  equa6ons	
  
• Characteris6c	
  convergence	
  rate	
  

• Time	
  dependent	
  
• Heat	
  dissipa6on	
  
• Wave	
  equa6on	
  
• Characteris6c	
  frequency	
  

Approach:	
  Check	
  invariant	
  at	
  
points	
  of	
  the	
  grid	
  for	
  outliers	
  

outliers	
  



Grid	
  decomposi;on	
  reduces	
  
overhead	
  of	
  error	
  resilience	
  

Grid	
  can	
  be	
  huge	
  
(e.g.,	
  109	
  points)	
  

Error	
  detec;on	
  at	
  coarse	
  granularity.	
  	
  
Error	
  recovery	
  recover	
  at	
  fine	
  granularity.	
  

Algorithmic	
  Error	
  Resilience:	
  Itera;ve	
  Apps	
  



Detec;on,	
  localiza;on,	
  and	
  recovery	
  



Algorithmic	
  Invariants:	
  Non-­‐itera;ve	
  Apps	
  

Significant	
  data	
  reuse	
  in	
  both	
  the	
  grid	
  and	
  the	
  kernel	
  



Defining	
  bounds	
  for	
  outlier	
  detec;on	
  



Example:	
  Canny	
  Edge	
  Detec;on	
  

kernel	
  =	
  1/159	
  *	
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Characteris;c	
  behavior	
  of	
  kernel	
  used	
  to	
  define	
  
expected	
  data	
  distribu;on	
  for	
  outlier	
  detec;on.	
  

kernel[][3]	
  =	
  [4	
  	
  	
  9	
  	
  	
  	
  	
  12	
  	
  	
  9	
  	
  	
  	
  	
  4]T	
  
kernel[][2]	
  =	
  [5	
  	
  	
  12	
  	
  	
  15	
  	
  	
  12	
  	
  	
  5]T	
  



Example:	
  Canny	
  Edge	
  Detec;on	
  

•  Represent	
  one	
  column	
  in	
  terms	
  of	
  another.	
  
	
  
	
  

	
  
	
  
•  Bounds	
  on	
  computed	
  results	
  define	
  expected	
  
data	
  distribu6on	
  

Cmax[2]	
  =	
  1	
  +	
  0.33,	
  Cmin[2]	
  =	
  1	
  –	
  0.33	
  
min(abs(grid[][k]	
  .	
  kernel[][2]))	
  =	
  abs(Cmin	
  *	
  grid[][k]	
  .	
  kernel[][3])	
  
max(abs(grid[][k]	
  .	
  kernel[][2]))	
  =	
  abs(Cmax	
  *	
  grid[][k]	
  .	
  kernel[][3])	
  

0.25	
  *	
  kernel[0][3]	
  
0.33	
  *	
  kernel[1][3]	
  
0.25	
  *	
  kernel[2][3]	
  
0.33	
  *	
  kernel[3][3]	
  
0.25	
  *	
  kernel[4][3]	
  

kernel[][2]=	
  1*kernel[][3]	
  +	
  



NON-­‐
ROBUST	
  

ROBUST	
  
AUTOMATED	
  

ERROR	
  
RESILIENCE	
  



Previous	
  work	
  on	
  
Applica6on	
  Robus6fica6on	
  
•  If	
  possible,	
  reformulate	
  app	
  
as	
  stochas6c	
  op6miza6on	
  

•  Requires	
  exper6se	
  in	
  
stochas6c	
  op6miza6on	
  

•  Transforma6on	
  performed	
  
manually	
  and	
  individually	
  

• Different	
  procedures	
  for	
  
different	
  applica6ons	
  

Automa;c	
  Program	
  Transforma;on	
  
Automated	
  Algorithmic	
  

Error	
  Resilience	
  
• Minimal	
  programmer	
  
interven6on	
  required	
  

• Minimal	
  programmer	
  
exper6se	
  required	
  

•  Transforma6on	
  is	
  
automated	
  by	
  tool	
  

• Approach	
  applicable	
  for	
  
all	
  applica6ons	
  in	
  class	
  	
  

NON-­‐
ROBUST	
  

ROBUST	
  
AUTOMATED	
  

ERROR	
  
RESILIENCE	
  

NON-­‐
ROBUST	
  

ROBUST	
  

EXPERT	
  
PROGRAMMER	
  



Mark	
  variables	
  in	
  non-­‐robust	
  version	
  

• Grid	
  Size	
  
• Grid	
  Layout	
  
•  Current	
  and	
  Previous	
  
•  End	
  of	
  grid	
  update	
  code	
  



Transformed	
  robust	
  version	
  

Any	
  applica;on	
  in	
  the	
  structured	
  grid	
  class	
  	
  
can	
  be	
  automa;cally	
  robus;fied	
  by	
  our	
  tool	
  



Methodology	
  

•  Fault	
  model:	
  Models	
  numerical	
  effects	
  of	
  faults	
  
•  Symmetric	
  (bimodal,	
  unimodal)	
  
• Memory	
  (biclip)	
  
• Non-­‐symmetric	
  (one-­‐sided,	
  trimodal)	
  

•  Fault	
  injec;on:	
  Binary	
  instrumenta6on	
  via	
  Pin	
  
•  Applica;ons	
  
•  Itera6ve	
  (Poisson,	
  Laplacian,	
  Heat	
  dissipa6on,	
  Wave	
  
propaga6on)	
  
• Non-­‐itera6ve	
  (Canny	
  edge	
  detec6on,	
  Gaussian	
  filter)	
  



Methodology:	
  Metrics	
  

Performance	
  

Output	
  Quality	
  

Average deviation = 

Oiterations =OFLOPs ⋅
Niterations_ error _ injected

Nitertions_ pristine



Results:	
  Non-­‐itera;ve	
  applica;ons	
  

•  Average	
  overhead	
  of	
  error	
  resilience:	
  22%	
  	
  
•  Output	
  quality:	
  2x	
  improvement	
  over	
  no	
  error	
  
resilience	
  

	
  

Overhead	
  is	
  significantly	
  lower	
  than	
  tradi;onal	
  	
  
HW	
  and	
  SW	
  error	
  resilience	
  techniques.	
  

*	
  Results	
  shown	
  for	
  most	
  challenging	
  fault	
  models	
  (biclip,	
  unimodal)	
  	
  
à	
  Our	
  technique	
  has	
  no	
  output	
  quality	
  degrada6on	
  for	
  other	
  fault	
  models	
  



Results:	
  Non-­‐itera;ve	
  applica;ons	
  

•  Average	
  overhead	
  of	
  error	
  resilience:	
  22%	
  	
  
•  Output	
  quality:	
  2x	
  improvement	
  over	
  no	
  error	
  
resilience	
  

	
  

Overhead	
  is	
  significantly	
  lower	
  than	
  tradi;onal	
  	
  
HW	
  and	
  SW	
  error	
  resilience	
  techniques.	
  

Metric Error 
Resilience? 

64x64 128x128 256x256 

Avg 
Dev 

No 0.00468 0.00461 0.00451 
Yes 0.00199 0.00221 0.00206 

OFLOPs Yes 1.187 1.191 1.303 
*	
  Results	
  shown	
  for	
  most	
  challenging	
  fault	
  models	
  (biclip,	
  unimodal)	
  	
  
à	
  Our	
  technique	
  has	
  no	
  output	
  quality	
  degrada6on	
  for	
  other	
  fault	
  models	
  



Results:	
  Itera;ve	
  applica;ons	
  

Time-­‐independent	
   Time-­‐dependent	
  	
  
Average	
  overhead	
  =	
  4%	
  -­‐	
  15%	
   Average	
  overhead	
  =	
  64%	
  

Overhead	
  is	
  lower	
  for	
  lower	
  fault	
  rates	
  



Overhead	
  vs	
  Grid	
  Decomposi;on	
  



Error	
  Resilience	
  Required	
  

With	
  
Error	
  Resilience	
  

Without	
  	
  
Error	
  Resilience	
  

We	
  achieve	
  same	
  output	
  quality	
  as	
  pris;ne	
  applica;on	
  



Lessons	
  Learned	
  and	
  Ongoing	
  Direc;ons	
  

•  Lessons	
  Learned	
  
• Exploit	
  an	
  algorithm’s	
  na6ve	
  features	
  
• Variables	
  that	
  characterize	
  majority	
  of	
  data	
  are	
  
good	
  candidates	
  for	
  metric	
  crea6on	
  
• Error	
  resilience	
  should	
  be	
  automated	
  

• Ongoing	
  research	
  
• U6lize	
  dynamic	
  invariant	
  detec6on	
  tools	
  
• Robust	
  libraries	
  
• Automate	
  exis6ng	
  applica6on	
  robus6fica6on	
  	
  
• Target	
  broader	
  range	
  of	
  algorithms	
  



Conclusion	
  

• High-­‐performance	
  and	
  energy-­‐efficient	
  compu6ng	
  
systems	
  are	
  error-­‐prone	
  and	
  energy-­‐constrained	
  
• May	
  require	
  error	
  resilience	
  to	
  ensure	
  produc6vity	
  

• Outlier-­‐based	
  error	
  resilience	
  is	
  effec6ve	
  and	
  
efficient	
  

• Automated	
  error	
  resilience	
  facilitates	
  applica6on	
  
robus6fica6on	
  for	
  large	
  classes	
  of	
  applica6ons	
  
with	
  minimal	
  programmer	
  interven6on	
  

• Low	
  overhead	
  (4%	
  –	
  64%,	
  on	
  average,	
  for	
  same	
  
output	
  quality	
  as	
  error-­‐free	
  applica6on)	
  

• 2x	
  –	
  3x	
  improvement	
  in	
  output	
  quality	
  over	
  non-­‐
robust	
  version	
  of	
  applica6on	
  


